Dynamic Object & Interface Lab:
Choose the right ADOM, after that Navigate to Policy & Objects
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Click on Object Configurations >Firewall Objects >Address Click Create New > Address

=5 Policy & Objects v

B Policy Packagev & Installvy € ADOM Revisions  #% Toolsw

Policy Packages *»

||m Object Configurations v |

@ Normalized Interface

5 ® Firewall Objects

=+ Create Neww

Name

# none

# Edit T Delete

Type

Firewall Address

& login.microsoftonline.com  Firewall Address

Ooooo0o

& login.microsoft.com

= login.windows.net

Firewall Address

Firewall Address

¢ Morew ¥& Column Settings

Details

IP/Netmask:: 0.0.0.0/2
FQDN:login.microsoftc
FQDN:login.microsoft.
FQDN:login.windows.r

Set Address name, color etc. Set IP/Netmask to 10.0.0.0/8, Toggle on the Per-Device Mapping

Create New Firewall Address

O Name Type
O # none Firewall Addr Name LAN-Subnet
(] & login.microsoftonline.com  Firewall Addr Color n
E login.microsoft.com Firewall Addr
O 8! Type Subnet v
O E loginwindows.net Firewall Addr
1P/Netmask @, 10.0.0.0/8 Q Resolve from name
O = gmailcom Firewall Addr
Interface O any v
(] B wildcard.google.com Firewall Addr
(] & wildcard.dropbox.com Firewall Addr Static Route Configuration »
Comments
O %@ SSLVPN_TUNNEL_ADDR1 Firewall Addr LAN Subnet
o =an Firewall Addr
O = FIREWALL_AUTH_PORTAI Firewall Addr p
0O = FABRIC_DEVICE Firewall Addr  Add To Groups
0O E metadata-server Firewall Addr Click to select
@ BN Rl e Ostons
O = Gsuite Address Grou
O = Microsoft Office 365 Address Grou Per-Device Mapping «
B
o SERTAN RN [RE/A TR/t =+ Create New [#Edit [l Delete % Column Settings ~ Search... Q
O DBal IPvé Address ) :
I O Mapped Device Details
0 none IRl O  HQ-FW(root) IP/Netmask: 10.0.1.0,255.255.255.0
O  DC-FWiroot) IP/Netmask: 10.0.2.0,255.255.255.0
O  BR-FWl(root) IP/Netmask: 10.0.3.0,255.255.255.0
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When toggle on the Per-Device Mapping Click Create New, Select HQ-FW from the drop-down
in the Mapped Device field, set IP/Netmask 10.0.1.0/24 Click OK.

Edit Firewal

IP/Netma

Interface

Static Rou

Comment:

Add To Gr

Per-Device Mapping

Mapped Device

Map to Address
IP/Netmask

Interface

Static Route Configuration

Comments

| 4+ HQ-FW “
| 10.0.1.0/255.255.255.0
any v

HQ-FW Subnet

Cancel

= I

Click Create New, Select DC-FW from drop-down in the Mapped Device field, set IP/Netmask
10.0.2.0/24 Click OK.

Edit Firewal

IP/Netma:

Interface

Static Rou

Comment:

Add To Gr

Per-Device Mapping

Mapped Device

Map to Address
IP/Netmask

Interface

Static Route Configuration

Comments

| ¥ DC-FW

| v

| 10.0.2.0/255.255.255.0 |

Cany v
_»

DC-FW Subnet

Click Create New, Select BR-FW from the drop-down in Mapped Device field, set IP/Netmask
10.0.3.0/24 Click OK.

Edit Firewal

IP/Netma:

Interface

Static Rou

Comment

Add To Gr

Advanced

Per-Device Mapping

Mapped Device

Map to Address
IP/Netmask

Interface

Static Route Configuration

Comments

Advanced Options >

| #BRFW

[ 1003.0/255.255.255.0 |

Bany v
»
BR-FW Subnet

Cancel
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The icon of the LAN-Subnet object has changed to indicate it is now a dynamic object and a per-
device Mapping has been set with the object.

:E Policy & Objects v = B Policy Packagev & Installvy @ ADOM Revisions  #% Toolsw

Policy Packages » =+ Create New~ [# Edit [ Delete $? Morev 4% Column Settings v

M Object Configurations ~ O  Name Type Details

. O & none Firewall Address IP/Netmask:: 0.0.0.0/255.255.255.255
@ Normalized Interface !
O & login.microsoftonline.com  Firewall Address FQDN:login.microsoftonline.com

Shaping Profile O 2 LAN Firewall Address IP/Netmask:: 10.0.0.0/255.255.0.0
Virtual Servers | O =& LAN-Subnet Dynamic Firewall Address | IP/Netmask:: 10.0.0.0/255.0.0.0
et et O S G Suite Address Group gmail.com, wildcard.google.com

Choose the right ADOM, after that Navigate to Policy & Objects

E:E Policy & Objects v = B Policy Packagev & Instally @& ADOM Revisions #% Toolsw

F
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g Device Manager Policy & Objects AP Manager VPN Manager Fabric View
H o
FortiGuard FortiSwitch Manager Extender Manager System Settings Management
Extensions

Click on Object Configurations >Normalized Interface >Normalized Interface Click Create New

== Policy & Objects v = R PolicyPackagev & Instally @ ADOM Revisions  ## Toolsw
Policy Packages » = Create New [# Edit W Delete ¢ ExpandAll % Mores ¥ Column Settings
| [ Object Configurations | Normalized Interface Mapping Rule Mapped Interface/Zone
Eany
@M@ Normalized Interface -
O sslvpn_tun_intf
. Normalized Interface -
v 2 LAN

Virtual Wire Pai
riual Ve Fair Per-device (HQ-FW (root)) port3

Per-device (DC-FW (root)) port3
Per-device (BR-FW (root)) port2

= ® Firewall Objects

Oo0o0O®8s000

Addresses
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Fill in the name with LAN change the Color if want.

Policy & Objects v = W PolicyPackagevs & Installvy @) ADOM Revisions £ Toolsv
Policy Packages *» Edit Normalized Interface
[ Object Configurations v Name “ LAN|
=M Normalized Interface . Description
Virtual Wire Pair 0/4092
© ® Firewall Objects Color E
Addresses Wildcard »
Toggle on Per-Device Mapping and Click Create New
Policy Packages » Edit Normalized Interface
s
I Object Configurations v + CreateNew [# Edit I Delete % Column Settings ~
@@ Normalized Interface O Name Device Interface Name sl
No record found.
Virtual Wire Pair
O & Firewall Objects
Addresses
Internet Service
Multicast Addresses + CreateNew [# Edit [ Delete
Wildcard FQDN Addresses O Mapped Device Details Type Addressing Mode IP/Netmask
Services O HQ-FWlroot) @port3 (LAN) Physical Manual 10.0.1.254/255.255.255
O DC-FWiroot) @port3 (LAN) Physical Manual 10.0.2.254/255.255.255
Schedules O  BR-FW(aa) @port2 (LAN) Physical Manual 10.0.3.254/255.255.255

In the Per-Device Mapping dialog box, Select Mapped Device HQ-FW from the drop-down,
select port3 from the Mapped Interface Name and Click OK.

Per-Device Mapping

Mapped Device 4+ HQ-FW v
Mapped Interface Name [@port3 (LAN) v
Shaping Profile ® )

e
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In the Per-Device Mapping dialog box, Select Mapped Device DC-FW from the drop-down,
select port3 from the Mapped Interface Name and Click OK.

Per-Device Mapping

Mapped Device ¥ DC-FW v
Mapped Interface Name ‘ @port3 (LAN) v
Shaping Profile »

In the Per-Device Mapping dialog box, Select Mapped Device BR-FW from the drop-down,
select port2 from the Mapped Interface Name and Click OK.

Per-Device Mapping

Mapped Device ¥ BR-FW v
Mapped Interface Name ‘ Eport2 (LAN) v
Shaping Profile @ )

Finally, Dynamic Normalized Interface has been created with different port mapping.
=+ Create New [# Edit T Delete € ExpandAll } Morev & Column Settings v

Normalized Interface Mapping Rule Mapped Interface/Zone Description (
many
msslvpn_tun_intf

v & LAN

[

Per-device (HQ-FW (root)) port3
Per-device (DC-FW (root)) port3 <:

Per-device (BR-FW (root)) port2
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Similarly create WAN1 and WAN2 dynamic Normalized Interfaces.

Name [ wan1 |

Description

0/4096
Wildcard @
Per-Device Mapping
= Create New [# Edit i Delete
[J Mapped Device Details Type Addressing Mode |P/Netmask Sh
O HQ-FWI(root) Eport1 (WAN-1) Physical Manual 192.168.1.1/255.255.25
O DC-FWI(root) Eport1 (WAN-1) Physical Manual 192.168.3.1/255.255.25
O BR-FWI(root) Eport1 (WAN-1) Physical Manual 192.168.5.1/255.255.25

nange Nowe

coe

Name WAN2

Description

0/4096
Wildcard »
Per-Device Mapping
B Gt @ Dekte
O Mapped Device Details Type Addressing Mode |P/Netmask Shaping Profile
O HQ-FWI(root) Eport2 (WAN-2) Physical Manual 192.168.2.1/255.255.25
O DC-Fwiroot) @port2 (WAN-2) Physical Manual 192.168.4.1/255.255.25

Revision

Change Note *

=

xx Fabric Connectors

0O v &WANL
®72 User & Authentication O Per-device (HQ-FW (root)) portl
& WAN Optimize O Per-device (DC-FW (roct)) portl
& Dynamic Object O Per-device (BR-FW (root)) port1l
E: Advanced I v 5 WAN2
{3 CLI Only Objects O Per-device (HQ-FW (root)) port2
O Per-device (DC-FW (root)) port2
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